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MERC PhD Project Proposal 2025/2026 

No Fear of the Unknown:  
Towards Reliable Network Infrastructures  

in the Face of Uncertainty 
  

 

Keywords 
Complex infrastructure networks; Stochastic networked systems; Probabilistic set 

invariance; Distributional robustness; Data-driven safety guarantees 
 
 
Key research questions • Can we certify reliability under uncertain conditions? 

• Can we design control laws to ensure reliability under uncertainty? 
• Do guarantees hold up when statistics are themselves unknown? 

Tools and techniques Stochastic systems; Graph-theory; Probabilistic set invariance; 
Distributional robustness; Learning-based safety 

Target applications Power grids and Microgrids; Supply chains 

Beneficiaries Infrastructure operators; Policymakers; Researchers 

Supervisors 
Supervisor 1: Marco Coraggio (m.coraggio@ssmeridionale.it)  
http://marco-coraggio.com  
Expertise: Control of networked systems; Safety-aware control; Data-driven control 

Supervisor 2: Giovanni Russo (giovarusso@unisa.it)  
https://sites.google.com/view/giovanni-russo/home 
Expertise: Distributionally robust learning and control 

Supervisor 3: Tiziano De Angelis (tiziano.deangelis@unito.it)  
https://www.esomas.unito.it/do/docenti.pl/Alias?tiziano.deangelis#tab-profilo 
Expertise: Stochastic systems and control; Stochastic optimization 
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Project description 

Introduction 

Context and motivation 

 Much as arteries and nerves keep a living organism functioning, distribution networks 
are the vital infrastructure of modern civilization. Supply chains move goods through 
globalized networks of suppliers, manufacturers, and distributors; power grids transmit 
electricity from generation plants to homes and factories; gas and oil travel through 
pipeline systems. These systems have grown larger and more interconnected, and, at the 
same time, more fragile. Economic pressures have led to efficiency-optimized 
configurations that concentrate risk in single chokepoints: the 2020–2023 
semiconductor shortage, the February 2021 Texas blackout, the March 2021 Suez Canal 
blockage, the 2021–2022 European energy crisis, and the April 2025 Iberian Peninsula 
blackout all exposed how easily a localized shock can cascade through a tightly coupled 
network. 

The root cause is pervasive uncertainty: demands fluctuate, supply is disrupted, 
weather is unpredictable, political conditions shift. Demanding that a network never fails 
requires enormous, wasteful margins. What is needed instead is a framework for 
certifying reliability with quantifiable probability—guaranteeing that the chance of failure 
stays below an acceptable threshold while keeping the system efficient. This is already 
difficult with accurate statistical models. In practice, distributions shift over time and 
extreme events occur at frequencies that historical data cannot predict. This project will 
develop a scalable framework for certifying the reliable operation of distribution 
networks that remains valid even when the statistics of uncertainty are themselves 
imprecisely known. 

State of the art 

Distribution networks are modeled as flow networks—graphs with dynamical 
equations governing how inventories, voltages, or pressures evolve at each node 
(Coraggio et al., 2022). Reliable operation means keeping these states within operational 
bounds despite disturbances. Control methods for flow networks under deterministic or 
known stochastic conditions have been developed, but certifying reliability when the 
disturbance statistics are themselves uncertain remains largely open. 

A key methodological framework to certify correct and safe system operations is set 
invariance. Set invariance for deterministic systems is well-established (Blanchini, 
1999). Its stochastic counterpart, probabilistic set invariance, asks for the probability 
that the state stays within a safe set over a given horizon. Several approaches exist for 
individual systems: stochastic reachability (Abate et al., 2008), probabilistic controlled 
invariant sets (Gao et al., 2021), and control barrier functions (Clark, 2021). Although 
some extensions have been presented for networked systems via compositional 
frameworks (Anand et al., 2020), most literature assumes generic stochastic dynamics. 
Distribution networks present specific challenges—under-actuation, delays, flow 
conservation constraints—that have not yet been addressed in this context. 

A parallel and rapidly growing line of research focuses on learning-based safety, where 
data-driven models are used to construct or approximate safety certificates. For 
instance, neural control barrier functions learn barrier certificates from data, at the cost 
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of post-hoc verification (Dawson et al., 2023), Gaussian-process-based methods 
construct probabilistic invariant sets that naturally quantify model uncertainty (Griffioen 
et al., 2024), while the scenario approach provides a distribution-free framework to 
obtain probabilistic guarantees from finite data samples (Campi and Garatti, 2008). 
However, the extension of these techniques to interconnected networks with flow 
conservation constraints and distributional ambiguity remains unexplored. 

When the uncertainty distribution is itself uncertain, distributionally robust methods 
replace the assumed distribution with a Wasserstein ambiguity set, yielding guarantees 
robust to distributional misspecification (Esfahani and Kuhn, 2018; Shafiei, 2025). 
Distributionally robust control has been applied to inventory management (Xin and 
Goldberg, 2022) and, recently, to safety/reach-avoid of generic stochastic systems 
(Chen et al., 2025), but the extension to interconnected networks remains open. 

This project enters uncharted territory, aiming to provide robust probabilistic set 
invariance guarantees for networked distribution systems, even in the case of uncertain 
probability distributions. 

Objectives 
The workplan and objectives are flexible and will be adapted depending on the inclination of the student 

and the results obtained in the early phases of the project. 
O1. Derive conditions to certify probabilistic set invariance of networked 

infrastructure systems. 
O2. Obtain distributionally robust reliability certificates for networked 

infrastructure systems. 
O3. Validate the proposed methodologies on a realistic case study drawn from 

real-world infrastructure systems. 

Methodology 

The project will begin with a focused literature review on probabilistic set invariance 
for stochastic systems, learning-based safety methods, and dynamical models of 
distribution networks. 

For Objective O1, we will model the distribution network as a discrete-time stochastic 
system and formulate reliability as a probabilistic set-invariance requirement. We will 
develop conditions for certifying and enforcing these requirements, selecting the most 
appropriate tools—stochastic reachability, scenario-based methods, probabilistic 
controlled invariant sets, or barrier certificates—based on the network's structure. Then, 
we will also investigate how learning-based approaches—such as neural barrier 
certificates and Gaussian-process-based invariant sets—can be integrated into the 
framework, particularly when an accurate statistical characterization of uncertain 
elements is unavailable. A key investigation will concern how specific features of flow 
networks (under-actuation, delays, conservation constraints) shape the achievable 
guarantees. Once the methodological results are established, they will be exploited to 
design appropriate control laws that allow reliable operations of the system.  

As the first phase is completed, to tackle Objective O2, the literature review will extend 
to cover distributionally robust methods. In particular, we will replace known 
disturbance distributions with Wasserstein ambiguity sets, extending the framework of 
O1 to partial distributional information. For instance, this is a natural scenario for supply 
chains—where demand patterns shift over time and historical data may not reflect future 



 
 
 

4 

conditions—or microgrids with distributed storage and intermittent renewable 
generation—where weather and demand forecasts introduce errors that are notoriously 
hard to characterize and distributions shift seasonally. The focus will be on how 
distributional uncertainty at each node shapes the global reliability guarantee, and on 
the trade-off between robustness and conservatism. 

For Objective O3, the application domain will be selected at the beginning of the 
project based on the student's background and interests, among candidate domains 
including microgrids with distributed storage and intermittent renewable generation and 
supply chains with non-stationary demand. We will construct a parametrized benchmark 
model of a real-world infrastructure network, calibrate the ambiguity sets from data, and 
compare the probabilistic and distributionally robust certificates against worst-case 
robust control and Monte Carlo baselines. 

Relevance to the MERC PhD program 

Relevance and beneficiaries 

This project addresses a fundamental societal challenge: ensuring critical 
infrastructure operates reliably under uncertainty. Today, the trade-off between 
efficiency and robustness is managed through experience and heuristics rather than 
formal guarantees. The proposed framework will give operators, managers, and 
regulators data-driven tools to certify that reliability requirements will be met with 
quantifiable probability, making the cost of safety explicit and controllable. The results 
will apply across power grids, supply chains, gas and water networks. 

Relevance to the MERC PhD program 

The MERC PhD program aims to train researchers who can combine rigorous 
quantitative methods with complex systems thinking to understand and manage risk. 
This project integrates stochastic control, optimization, and network dynamics—core 
MERC disciplines—to address reliability and cascading risk in critical infrastructure, 
which are central themes of the program. The move from probabilistic to distributionally 
robust guarantees directly instantiates the challenge of decision-making under deep 
uncertainty that runs through the MERC curriculum. 

Skills 

Throughout the project, the student will acquire a robust and versatile set of skills, 
supported by both hands-on supervision and independent study. These will include: 

• Set-invariance and robustness analysis within complex systems theory, 
• Dynamics, simulation, and control of stochastic systems, 
• Simulation and modeling of complex infrastructure networks. 
• Distributionally robust methods. 

In addition to technical expertise, the student will receive targeted guidance to refine 
their scientific communication skills—including technical writing and oral 
presentations—and to develop the ability to critically and efficiently navigate the 
scientific literature. These competencies will position the student for success in both 
academic and industry settings. 
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Joint supervision arrangements 
The student will meet at least weekly with at least one of the supervisors. The whole 

team will meet at least once every 1 or 2 months for a progress update. 
Additionally, possible common research interests with members of the MERC PhD 

board will be explored during the project. 

Location and length of the study period abroad (min 12 months) 
The candidate will undertake a research period abroad of at least 12 months at a 

partner institution to be identified among leading international research groups active in 
the fields of network reliability, infrastructure resilience, or stochastic dynamics of 
complex systems. The selection of the host institution will be guided by the 
complementarity of expertise with respect to the research objectives of the project. 


